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INTRODUCTION
The objective of this guideline is to help agencies in their business continuity planning in
response to the COVID-19. It covers the following key business operational risks:
A.
B.
C.
D.

Human resource management
Core functions and service delivery
Supplier and customer management
Communications, both internal and external

With this guide, agencies should seek to:
A.
B.
C.
D.

Minimise health risks to personnel and mitigate risks of transmissions
Preserve functions and services at optimal levels
Manage service disruptions
Recovery of services to acceptable levels

COVID-19 : PANDEMIC ALERT
COVID-19 is the infectious disease caused by the most recently discovered coronavirus. This
new virus and disease were unknown before the outbreak began in Wuhan, China, in December
2019.
The outbreak was declared a Public Health Emergency of International Concern on 30 January
2020, and on the 11th of March 2020, the World Health Organisation declared COVID-19 as a
pandemic. This is the first pandemic caused by a coronavirus.
COVID-19 is highly transmissible (person-to-person spread) and is thought to be most
contagious before and during the first week of symptoms.

BUSINESS CONTINUITY PLANS (BCP)
Agencies are encouraged to plan and implement their business continuity plans to minimise
service disruptions and ensure that functions remain viable during the virus outbreak. In
accordance to the Prime Minister’s Office Circular SK01/2020, agencies are also encouraged to
establish their respective Action Team, who may be in-charge of overseeing the business
continuity plans. BCP is supplementary to exiting circulars and advisories issued by PMO, MOH
and other government agencies. BCP is a live document and is subject to review with further
developments on COVID0-19. 4 main components should be covered in business continuity
plans and are explained further in the next sections.

Human Resource Management
• There should be an Action Team responsible for communicating the business continuity plans
to all personnel and for ensuring general compliance with the plans during this period.

• Develop a plan for the continuity of leadership in the event of absence of key decision makers
and executives.

• Consider flexible working arrangements for the high-risk employees, as well as personnel who
need to stay at home due to other reasons relating to the COVID-19, e.g. to take care of
family members who have travelled to known affected countries.

• Review employee management policies such as leave of absence, absenteeism, sick
leave, overseas travel, workplace closure and recall of non-critical employees and their
families from affected countries.

• Adhere to all travel and health advisories issued by PMO, MOH and other government
agencies.

• Ensure that personnel are adequately protected or monitored in accordance to MOH
guidelines.

• Comply with all quarantine orders issued by MOH and other government agencies.
• Adhere to all leave of absence advisories issued by PMO and MOH. For example, during a
14-day self-isolation period, agencies must ensure that personnel stay away from the
workplace but agencies may adopt flexible work arrangements, such as telecommuting
and teleconferencing, to allow personnel to work from home.

• Flexible work arrangements should take into consideration available services such as e-Office
and email. Agencies may refer this matter to EGNC’s advisory at helpdesk@egc.gov.bn for
further support.

• Remote operations should adhere to existing security guidelines and each Departmental
Security Officer should assess risks and formulate mitigation measures.

• In systems with limited remote accessibility such as TAFIS and systems security updates,
agencies may wish to review processes related to these systems to minimise disruptions to
services.

• Implement public health response measures, e.g. contact tracing and social distancing, as
advised by MOH.

Core Functions and Service Delivery
• Identify critical business functions (prioritised services) and essential personnel relevant to
them.

• Identify continuity strategies and acceptable recovery timeline for every critical business
function.

• Agencies should consider the following:
- Setting up alternate teams of personnel (e.g. Team A and Team B) who can be deployed

at different work schedule and alternate sites (e.g. Team A working in the office while
Team B telecommutes, and this arrangement may be switched suitably). If a switch is
arranged between the two teams, ensure teams clean and disinfect their workstations
before the next team is scheduled to be rostered in the same workstations. The teams
should be physically segregated to avoid the risk of infection between teams.

- Cross-train personnel and establish covering arrangements to minimise disruption (this is
important especially when one whole division gets infected).

• Educate personnel on infection control and good personal hygiene.
• Develop plans related to personnel and visitors screening and follow-up actions upon entry.
• Develop a mechanism to monitor the health of personnel (e.g. temperature logging) and
manage at-risk/unwell personnel.

• Ensure adequate supply of appropriate Personal Protection Equipment (PPE) and medical

equipment (e.g thermometers, disposable gloves, surgical masks and disinfectants)
particularly for front-liners (e.g. security guards conducting screening) and those undergoing
self-monitoring, and undertake training to familiarise personnel on their usage.

• Seal, clean and disinfect premises exposed to suspected or confirmed case(s) of the
COVID-19 as outlined in advisories from MOH.

Supplier and Customer Management
• Identify essential suppliers and service providers, and discuss and prepare business continuity
measures. These include understanding the BCP of the suppliers and service providers.

• Identify essential customers and ensure that plans are in place to meet customers needs, or
agree to an acceptable recovery timeline.

• Develop a plan on how and when to activate alternative suppliers (e.g. janitorial service

providers) and alternative delivery means to customers (e.g. online learning for pupils in
school).

Communications
• Begin by identifying a communications coordinator who will disseminate your
communications plan in line with your business needs and business continuity plans.

• Ensure that personnel have a clear understanding of their roles and responsibilities before the

virus outbreak occurs. For example, personnel should be informed of the BCP measures that
will impact them and be kept updated on the protocols and progress on the measures to be
implemented by the agency in the event of a virus outbreak.

• Consider setting up a communication channel for employees to report their status and to
make enquiries.

• Identify the relevant stakeholders such as suppliers, service providers and customers, and key

messages for each stakeholder group, and begin dialogue with them on potential
contingency measures during a virus outbreak.

• Ensure all other communications access are activated and maintained to allow for business
continuity.

ALERT RESPONSE FRAMEWORK
• Develop an alert response framework in all 4 aforementioned areas for different levels of

situation severity. Severity classification formulated will depend on the complexity of each
agency, and their severity assessment will depend on how different situations will impact
service delivery.

• The alert levels should be used as a guide as to when agencies will activate different business
continuity measures in the 4 main areas. As there may be a gradation of responses in each
severity level and response measures may change during a virus outbreak, agencies should
build buffer capacity and flexibility, where possible, in their existing BCP, so that measures can
be ramped up or down, in-line with the advisories issued by PMO, MOH and other
government agencies.

• When the situation has normalised, agencies should activate recovery plans to ensure services
are restored to acceptable levels. Prioritised services should be the first ones recovered.

ADVISORIES AND CIRCULARS
• Agencies should refer to the latest advisories issued by PMO, MOH and other government
agencies as the situation evolves. Agencies should implement appropriate measures in
accordance with these advisories.
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RESPONSIBILITY

Lead / Alternate

• Makes decisions on actions to be taken and assigns
appropriate staff
• Receives situational reports
• Maintains high level view of continuity/recovery/
mitigation strategy
• Chair situtations report meetings
• Manages rotation of team members during incidents

Liason / Focal Point

• Liases with MOH/NDMC and other external teams

Logger

• Records internal and external communications
• Ensures good upkeep of data and incident reports
• Maintains inquiry log

Critical Activity Lead

Operations
Logistics

• Advice critical strategic activities
• Mitigate/recover operations of activities
• Ensures recovery time objectives are met
• Supports team leader
• Arrange meeting
• Implements plans on the ground
• Make resource requests for implementation
• Has information on all assets
• Deploy resources to operations

BUSINESS CONTINUITY PLANS ARE
SUPPLEMENTARY TO EXISTING CIRCULARS AND
ADVISORIES ISSUED BY THE PRIME MINISTER’S
OFFICE AND MINISTRY OF HEALTH

BCPs are live documents and should be subject to review with
further developments on COVID-19.

